ABSTRACT This paper proposes a high-capacity reversible data hiding scheme for encrypted multimedia data by using Somewhat Homomorphic Encryption. In an image, three adjacent pixels are selected as a group for the whole process. In the encryption part, the original image is encrypted by an image provider. Then, the encrypted image is sent to data hider. In the data hiding part, two absolute differences can be obtained in each group. The additional data are embedded into the encrypted image by shifting histogram of the absolute differences. Moreover, a sorting technique that sorts the sum of two absolute differences in each group has good effects on reducing image distortion. The encryption and embedding operations are controlled by encryption and embedding/data hiding keys, respectively. If a receiver only has the data hiding key, the additional data can be extracted and the ciphertext can be restored. If the receiver has both the decryption key and the data hiding key, the additional data can be extracted and the original image can be restored. The experimental results have demonstrated the superiority of the proposed method over the existing similar methods.
I. INTRODUCTION
With the rapid development of cloud computing, massive data of image/video stored on cloud servers can be accessed by Internet users quickly and easily. Nevertheless, the issue of image/video content protection has become increasingly prominent. As an efficient and popular method for image content protection, Reversible Data Hiding in Encrypted Images (RDH-EI) is proposed to implement data hiding and the non-destructive recovery of original image. The combination of cryptography and data hiding technology is the key to implement RDH-EI. In the model of RDH-EI, there are two advantages contained: 1) a high capacity of the secret information can be embedded effectively. 2) the encrypted and embedded image can be decrypted correctly and the original image can be restored without any error. Therefore, it is conceivable that RDH-EI would be used in many scenarios.
For example, in terms of copyright protection, in order to prevent the multimedia content from being maliciously copied, transmitted, or falsified without the legal permission, content owners would embed the watermark into the encrypted image before transmitting. Besides, in the medical field, the medical image needs to be encrypted to protect the privacy of the patient, and the private information of the patient needs to be embedded in the corresponding encrypted image to determine whether the patient's information is consistent with the diagnostic of image data correctly. Finally, the receiver can obtain the image without any distortion and extract the additional information correctly.
From the perspective of encryption methods, there are two types: symmetric encryption and asymmetric encryption. Symmetric encryption has the merits of low computational complexity, fast encryption and high encryption efficiency.
In Zhang [1] , [2] , a content-owner encrypts an original pixel in binary form by using the stream-cipher XOR according to an encryption key, where the security of encryption depends on the pseudo-random sequence. However, symmetric encryption should satisfy both the sender and receiver having the same secret key [3] . If one of the secret keys is leaked, the encrypted information would become insecure. Symmetric encryption isn't suitable for multiparty cloud computing services [4] , [18] . In addition, the number of secret keys is enormous, because each pair of sender and receiver needs to use a unique secret key that brings more difficulty about the secret key management. Compared with symmetric encryption, asymmetric encryption system allows addition homomorphism and multiplication homomorphism to be performed in the encrypted domain, which makes data hiding process more secure. In particular, when a large amount of private data is analyzed by the third party, for example, 50 million Facebook users' data are utilized illegally by Cambridge Analytica, the data security is a hot topic. In the reversible data hiding in encrypted image with public key cryptosystem (RDHEI-P), a large number of image data are uploaded to the cloud servers before using public key encryption. Cloud servers can carry on some processing over the ciphertext data encrypted in public key encryption without knowing the original data, so public key encryption plays an important role in information security.
According to the operation of the receiver's authority, the RDHEI-P can be classified into two categories: Joint RDHEI-P and Separable RDHEI-P. Chen et al. [5] is a typical joint RDHEI-P. At first, an image provider encrypts the original image with Paillier encryption algorithm. After receiving the encrypted image, a data-hider can embed additional data according to the homomorphic properties of Paillier encryption algorithm. With the aid of spatial correlation in natural image, a receiver can successfully extract the additional data and perfectly recover the original image according to the data-hiding key and the decryption key. However, the problems of high computational complexity and pixel overflow exist in [5] . In order to address these problems, some joint RDHEI-P methods have been proposed, such as [6] and [7] . Shiu et al. [6] proposed that the difference expansion [8] is used as data hiding key, which solves the problems in Chen et al. [5] effectively, whereas the embedding rate of additional data is reduced in fact. In [7] , the embedding rate is increased by extending the pixel bits, while the drawback is that the original image is hardly recovered effectively. The above schemes have only one choice for a receiver: the additional data must be extracted from the decryption image, and the receiver must have both the decryption key and data-hiding key. Therefore, it is obvious that the joint RDHEI-P may increase the cost of key management. Compared with joint RDHEI-P, the separable RDHEI-P has three options for the receiver who holds different keys: 1) an approximate image is obtained by the decryption key. 2) the embedded bits are extracted by the data hiding key. 3) the original image is recovered by both decryption key and data hiding key.
Existing separable RDHEI-P methods can be classified into two categories: VRBE (Vacating Room Before Encryption) [9] , [10] and VRAE (Vacating Room After Encryption) [11] - [13] . In [9] , the concepts of lossless and reversible were distinguished, where methods of wet paper coding and spatial correlation were put forward to embed additional data in encryption domain. The histogram shrinking and histogram shifting of pixels in the original image was performed to vacate room for additional data embedding before encryption, but multiple use of wet paper coding to embed additional data will lead to high computational complexity and computational cost. Therefore, based on [9] , Xiang and Luo [10] proposed that the image pixels should be divided into three parts for implementing data embedding. The first part is embedded in the second part as target pixels, while the rest of part of pixels kept unchanged. Then the additional data could be embedded as pseudo pixels after original pixels is encrypted. Through the experiment in Xiang and Luo [10] , we can see that the computational complexity is lower than [9] . Generally speaking, although VREB can achieve a high data embedding rate, it will be impractical to increase the extra workload of image providers before encryption. Compared with VRBE, VRAE is more practical. Xiang et al. [11] proposed a reversible image watermarking algorithm in the homomorphic ciphertext by using Haar-DWT (Discrete Wavelet Transform) [14] to employ the representation of the negative and decimal values in the encrypted domain correspondingly. In this way, the integer Haar-DWT is implemented directly for the encrypted image. The experimental results demonstrate that the proposed algorithm has a superior performance, but the average PSNR is just 39.0 dB. Xiang and Luo [12] proposed that the absolute differences are retrieved with groups of two selected encrypted pixels by exploiting the probabilistic property in the homomorphic encrypted domain. After that, the additional data can be embedded into the encrypted image by shifting histogram of the absolute differences. However, Xiang et al.' scheme has low embedding capacity and serious ciphertext expansion problem. In the Paillier cryptosystem, the plaintext would be expanded to 1024 bits ciphertext in the case of security. This results in a very high computational overhead. In additional, Xiang et al.'s scheme provides the payload about 0.5 bpp in the best. Considering above problems, this paper proposes a high-capacity reversible data hiding scheme for encrypted images by utilizing SHE [15] .
Contribution: In this paper, we proposed the reversible data hiding scheme for encrypted images by using SHE with highcapacity. The main contributions are summarized as follows. 1) In this paper, we propose SHE to encrypt images. Many papers use Paillier encryption to encrypt images in homomorphism, but there is an obvious drawback in Paillier encryption that the ciphertext extension is huge. Compared with Paillier cryptosystem, SHE is very efficient, and has reasonably short ciphertexts. On the other hand, faster computation speed can make the algorithm more widely used in realistic. 2) In the proposed embedding algorithm, the absolute difference is sorted so that the pixels near the peak value are embedded first. It is an effective way to reduce histogram translation and reduce image distortion. 3) Each additional data is embedded in two pixels in [12] so that the embedding rate is only 0.5 bpp; this work proposed two additional data are embedded in a set of three pixels, which means the embedding rate will increase to 0.67 bpp in the best. Obviously, the embedding rate of the latter is better than that of the former.
The rest of this paper is organized as follows. Section II briefly introduces the scheme of the proposed method. Then, the Somewhat Homomorphic Encryption are explained in Section III. The proposed method is described in detail in Section IV followed by security analysis in Section V. Section VI presents the experiments with analysis and comparisons. Section VII concludes the paper.
II. GENERAL FRAMEWORK
The general framework of the proposed scheme is sketched in Fig. 1 . There are three parties in the whole workflow of encryption-embedding-extraction-restoration: image provider, data hider, and receiver, whose roles are described as follows.
Image provider: Due that Overflow/underflow problem in the histogram shift method cannot be avoided, it is necessary to preprocess the original image. The provider divides the processed image into groups with three adjacent pixels and encrypts them with Somewhat Homomorphic Encryption.
Data-hider: By selecting three adjacent pixels as a group in the ciphertext domain, the data hider can retrieve two absolute differences in each group: The first one corresponds to the first and second pixels; and the second one corresponds to the second and third pixels. Before embedding data, the absolute differences are sorted according to the sum between two absolute differences in each group. Additional data can be embedded into an encrypted image by shifting histogram of the absolute differences with the homomorphic property in encrypted domain.
Receiver: With the data hiding key, the receiver can sort the marked absolute differences and obtain the marked histogram in encrypted domain in the same way as the data hiding procedure. The hidden data can be extracted from the marked histogram and the ciphertext without hiding data can be restored by using inverse operations of histogram shifting. Besides, due to the marked absolute difference can be computed after decryption, data extraction and image restoration operations can be accomplished perfectly when the receiver both has data hiding key and decryption key.
III. SOMEWHAT HOMOMORPHIC ENCRYPTION
Homomorphic encryption is a public-key cryptography that allows essential mathematical operations on data in the encrypted domain. As a homomorphic encryption, certainly, SHE (Somewhat Homomorphic Encryption) can satisfy the finite times of addition and a small number of multiplication operations on ciphertexts. It is based on a ring-LWE homomorphic cryptosystem [16] and parametrized by the ring R q Z q [x] / x n + 1 . In this ring, the dimension n is a power of 2, an modulus prime number q, and an error parameter σ that makes a definition of a discrete Gaussian error distribution χ = D Z n ,σ with standard deviation σ . According to a prime t < q, the message space of the scheme VOLUME 6, 2018 can be defined as R t = Z t [x] / f (x) . The goal of choosing these parameters (depending on the security parameter κ) in such a way is to guarantee correctness and security of SHE.
Sample a ring element s $ ←− χ and set the secret key sks. Sample a uniformly random ring element a 1 ← ûR q and an error e ← ûχ. Meanwhile, compute the public key pk(a 0 = − (a 1 s + te) , a 1 ).
Publish pk and keep sk secret.
B. SH.Enc (pk, m)
Recall that our message space is R t . Namely, we obtain a degree n polynomial with coefficients in Zt by encoding our message. Given the public key pk = (a 0 , a 1 ) and a message m ∈ R q , the encryption algorithm samples u ← χ and f , g ← ûχ, and calculates the ciphertext
To decrypt, we first calculatẽ
and obtain the message asm(mod t).
Given two ciphertexts ct = (c 0 , c 1 , . . . , c δ ) and ct = (c 0 , c 1 , . . . , c γ ). Assume that δ = γ , otherwise pad the shorter ciphertext with zeroes. Through the simple component-wise addition of the ciphertexts, homomorphic addition can be finished. With this method, compute and output
IV. OUR REVERSIBLE DATA HIDING SCHEME In this section, the details of proposed reversible data hiding algorithm in encrypted images with SHE are illustrated.
A. PREPROCESSING AND IMAGE ENCRYPTION
Overflow/underflow problem of the histogram shift method should be discussed. Assume the original pixel as p(i, j), and a small integer α will be used to determine whether the original pixels are embeddable. When it meets
where the corresponding p(i, j) is the possible overflow/underflow pixel. Then the original pixel p (i, j) is modified as P(i, j) to address the problem about overflow/underflow.
Meanwhile, the overflow/underflow part is recorded with auxiliary information b, which satisfies
where the overflow/underflow part can be expressed as b = {b 1 , b 2 , . . . , b τ }. Write the maximum value max(b τ ) and convert it into the binary bit stream where the minimum length of the binary number is L. Lastly convert b into the binary stream BS as auxiliary information and the length of each element b τ is L. In order to ensure that the original image can be restored from the processed image without loss, the binary stream BS will also be embedded in the ciphertext as auxiliary information.
In terms of SHE, three parameters u, rg ∈ Z * N are selected randomly for each plaintext to ensure the semantic security. However, the magnitude relationships between the ciphertexts are destroyed compared to the plaintext domain, which makes it difficult to directly embed information in the ciphertext domain. In our scheme, we use the same u, rg ∈ Z * N to encrypt pixels in each group to retain the difference of each group for data hiding in the encrypted domain.
At first, the image provider divides the processed image into groups of three adjacent pixels. Denote the three pixels in k th group as P 1 (k) , P 2 (k) and P 3 (k), respectively. Then, each group is encrypted according to three selected integers u, rg ∈ Z * N and public key pk with SHE.
where ct 1 (k), ct 2 (k) and ct 3 (k) are the corresponding ciphertexts of P 1 (k) , P 2 (k) andP 3 (k).When all the pixels in the processed image are encrypted, the provider sends the encrypted image to the data hider.
B. DATA HIDING
When having the encrypted image, the data hider divides ciphertext pixels into groups of three adjacent pixels just in the same manner as an image encryption procedure. Similarly, two absolute differences have such correspondence: The first one corresponds to the first and second pixels; and that the second one corresponds to the second and third pixels. Before embedding additional data, the absolute differences are sorted by the sum of two absolute differences in each group. Additional data can be embedded in the encrypted image by shifting histogram of the absolute differences with the data hiding key K d . The specific data embedding process is as follows.
60638 VOLUME 6, 2018 1) At first, the encrypted image is divided into groups of three adjacent pixels according to the manner in image encryption procedure. Denote the three encrypted pixels as ct 1 (k),ct 2 (k) and ct 3 (k) in the k th group.
2) Two absolute differences can be obtained for three ciphertexts in each group, which are corresponding to plaintexts. In k th group, denote the cell of two absolute differences as {d 1 
Meanwhile, the data hider can get the magnitude relationships between P 1 (k) andP 2 (k) , P 2 (k) and P 3 (k).
3) Sorting technique is an effective method to reduce image distortion. As a condition, it is only when groups are independent possibly. Namely, embedding data into one group should have no bearing on other groups. Note that the groups in our proposed scheme are independent from each other. Figure 2a) , we assume D sort is the sorted row of all D (k). Besides, the index of this sort should be recorded and send to the receiver. For example, when
, their permutations are shown in Figure 2b . The index can be written as index = (k + 1, k, k − 1). In general, the absolute difference between adjacent pixels is relatively small because the pixels' special correlation in the image is very close. Thus, the embedding process starts from the group with the smallest sum D min in the sorted row and moves on to the next groups until the last bit of data is embedded.
4) The embeddable data w, including both auxiliary information BS(see Section IV. A) and additional data data, can be embedded into encrypted image using histogram shift in several rounds. Fig. 3 shows the embedding order. Data hiding procedure is accomplished as follows: Additional data can be embedded into the encrypted image by shifting histogram of the absolute differences. The histogram is produced by the absolute differences. FindEP there is the embedding bin in each round in referring to data hiding key K d . In k th group, for {ct 1 
if
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where ct w 1 (k) and ct w 3 (k) are the ciphertexts after data hiding in the k-th group and w is one bit of the additional data. The second ciphertext ct 2 (k) remains unchanged as a basis for image recovery and data extraction.
5) If the data is completely embedded in this round, marking the final pixel's location z and the round number n and sending them to the receiver. The process of embedding is finished. However, if the present round is over, there is existing some information is not embedded yet. Go to step (4) .
In this way, an encrypted image containing additional data is produced.
C. DATA EXTRACTION AND IMAGE RESTORATION
In the proposed scheme, data extraction and image restoration can be completed together by inverse operations of data hiding. For a receiver, there are two ways to extract the hidden data and restore ciphertext image or plaintext image.
1) EXTRACT HIDDEN DATA AND RESTORE CIPHERTEXT IMAGE IN ENCRYPTED DOMAIN
With the data hiding key K d , the receiver can retrieve the hidden data w and recover the directly encrypted image from the received ciphertext image. Note that data extraction follows the inverse order of embedding procedures from the last round to the first round. Then the receiver can get the final pixel's location z and the round number n from the data hider. The extraction and restoration procedures are described as follows.
1) The receiver divides the received ciphertext image into groups of three adjacent pixels. Denote the k th group as {ct w 1 (k) , ct 2 (k) , ct w 3 (k)} just as data hiding procedure. 2) Similar to extract the absolute difference in the data hiding procedure, the receiver can obtain the absolute differences in k th group by referring to Eq. (16) 
The marked histogram can be generated with the marked absolute differences of all groups. On the other hand, the magnitude relationships between P w 1 (k) and P 2 (k), P 2 (k) and P w 3 (k) are built by:
With the data hiding key K d , the receiver can obtain the rounds of embedding n and the embedding point in each round EP. According to the EP, additional data w can be extracted from the histogram,
By this means, the additional data can be extracted completely. Furthermore, the receiver can recover the directly encrypted image without any error. With the property of SHE and the magnitude relationship between pixels in each group, the ciphertexts ct 1 (k) andct 3 (k) can be restored as follows:
else
After extracting payload bits from the n-th round, go to the (n-1)-th round for the next round of extraction. Note that, in the first round of extraction, the data extraction and pixel recovering procedures will stop when scanning the final location z.
2) EXTRACT THE HIDDEN DATA AND RESTORE THE ORIGINAL IMAGE AFTER DECRYPTION
If the receiver knows the private key sk and data hiding key K d , he can extract the hidden data and recover the original image after decryption. 1) With a private key sk, the received ciphertext group {ct 1 (k) , ct 2 (k) , ct 3 (k)} can be decrypted. Due to the each ct i (k) = (c i0 , c i1 ) is two-dimensional array, we can know the integer δ = 1. Formulated as where the P w 1 (k),P 2 (k) and P w 3 (k) are the plaintexts corresponding c w 1 (k) , ct 2 (k) and c w 3 (k). When all the groups are performed this operation, the receiver can get a decrypted version including additional data.
2) With data-hiding keyK d , the absolute differences in each group meet
In addition, sorting the d w 1 (k) , d w 2 (k) in each group according to D sort , which is obtained from theindex (Section IV. B (3)). Then, according to the Eq. (18), the additional data w can be extracted completely. Meanwhile, the processed image pixels can be recovered by the following formulations.
if P w 3 (k) ≥ P 2 (k)
After n rounds of data extraction and inverse operations of histogram shifting, the hidden data can be extracted perfectly and the processed image can be restored.
3) The last step is to obtain the original image from processed image. As mentioned in section IV. A, two small parameters α and L are sent to the receiver. New, the receiver needs to statistic the number num of pixels of P(i, j) = α + 1 and P(i,j) = 255 − α. Denote the length of BS as L , which can be calculated from L = L × num. According to L and L , the receiver can extract BS and data from w, and BS is grouped into b = {b 1 , b 2 , . . . , b τ }., each item with L bits. Lastly, the original p (i, j) can be restored as
In this way, the original plaintext image is recovered.
V. SECURITY ANALYSIS
Security of image content in encrypted image with SHE is an important aspect that should be discussed. In this section, we will analyze the security of the proposed method. Since the SHE, whose correctness and security have been provided in [17] , is employed in this paper that we will only discuss the possible attack raised by the proposed method. Here, we will take the models of ciphertext only attack (COA) and known plaintext attack (KPA) into consideration. VOLUME 6, 2018 of plaintexts and corresponding ciphertexts, and also know the public key pk = (a 0 , a 1 ) ∈ R q . Then, the attacker will try to recover the random factors u, t, f via SHE defined in Eq (1). However, the three random factors are based on the discrete Gaussian error distribution, which is equivalent to solving the ring-LWE problem. Namely, the ciphertext image is secure.
VI. EXPERIMENTAL RESULTS
In this section, we analyze the proposed work in terms of embedding rate and performance comparison.
A. EMBEDDING DISTORTION
The proposed scheme is compared with the three methods of Chen et al. [5] , Zhang et al. [9] , and Xiang and Luo [12] using several standard images (in Fig. 4) . The results are presented in Fig.5 . A reasonable threshold selection can effectively avoid pixel overflow/underflow. With a smaller α value (mentioned in section IV.A), the embedding rate could be ensured, meanwhile, this is followed by higher distortion of the decrypted image. For example, when taking Color into the cover-image and α = 2, a total of 5.2 × 10 4 bits were embedded and the value of PSNR in directly decrypted image was 44.7 dB. When using α = 3, a total of 7.8 × 10 4 bits were embedded and the value of PSNR is 41.2 dB. In most smooth images, in general, embedding additional data does not cause overflow/underflow problems, so the value of α is not going to be involved.
B. PERFORMANCE COMPARISON
The performance comparisons are shown as follows.
1) In the process of image encryption, our proposed scheme has a lower computational complexity. In the public key cryptography, decryption with a private key eliminates the hassle of key allocation and greatly improves security. However, Xiang and Luo [12] encrypts the plaintext pixels into 1024bits ciphertext by using Paillier key cryptography, resulting in high computational complexity. In [5] , each pixel is divided into two parts to be encrypted, which means that the computational complexity is higher. SHE (Somewhat Homomorphic Encryption) is a kind of homomorphic cryptography. It not only satisfies homomorphic addition, but also has the advantage of shorter bits-length in the encrypted domain. In SHE, the bit length of the original pixel is extended to 128bits, which is much shorter than Paillier public key cryptography. This feature is more practical, due that greatly decreases the computational complexity and speeds up the computational time meanwhile.
2) High embedding rate is one of the features that people are most concerned about. Chen et al. [5] divided the pixel into two parts (LSB and the rest), whose LSB is only used to embed the additional data. Therefore, the embedding rate is up to 0.5 bpp. In [12] , the absolute difference between two pixels is used to embed additional data. Because two pixels are embedded with one bit of additional data on average, the embedding rate is 0.5 bpp. In the proposed scheme, two additional data are embedded in a set of three pixels, which means the embedding rate is increased to 0.67 bpp.
3) The issue of overflow/underflow cannot be ignored in information hiding. Chen et al. [5] does not handle the overflow of the image, although the change of LSB will increase the pixel value and cause overflow problem during the embedding process. The method proposed in this paper utilized preprocessing operation before image encryption to avoid overflow/underflow in the process of data hiding.
VII. CONCLUSIONS
This work proposes a high-capacity reversible data hiding scheme for encrypted images by using SHE with homomorphic properties. In this scheme, adjacent three pixels are grouped as a set. The image provider encrypts these sets with SHE. By this encryption method, the expansion of ciphertext can be reduced effectively. In the data embedding process, data hider sorts the absolute differences in each group and generates absolute difference histogram. Then additional data can be embedded into the encrypted image by shifting histogram of the absolute differences in the encrypted domain. At the receiving end, the receiver extracts the additional information and restores the ciphertext by using the data hiding secret key. In addition, with the decryption key and data hiding key, the additional data can be extracted and the preprocessed image can be obtained. Finally, according to the auxiliary information, original image can be restored without any loss. It can be seen from experimental results that the absolute difference sorting method and the embedding method can significantly increase the embedding rate by comparing with three previous schemes. To some extent, the proposed method has a larger embedding payload in the same visual quality or has a higher PSNR in the same payload. With these features, it is valuable to apply the proposed scheme to cloud computing and privacy protection. In the future, our work will concentrate on optimizing the embedding rate and the security of this scheme. 
